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@  See Luciano Floridi, Open Data, Data Protection, and Group Privacy, 27 Philosophy & Technology 1, 2(2014).

@ See Lanah Kammourieh, Thomas Baar & Jos Berens, et al. , Group Privacy in the Age of Big Data, in Linnet Taylor, Luciano Floridi &

Bart van der Sloot( eds. ), Group Privacy: New Challenges of Data Technologies, Springer, 2017, p. 38.
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@ See Liane Colonna, Privacy, Risk, Anonymization and Data Sharing in the Internet of Health Things, 20 Pitisburgh Journal of Technology
Law and Policy 148, 148(2020).

@ 5 CREABIHCA MG B E A AR RLEIA IR | 2 PR 2R (RSB RR) ) 2019 4255 2 38, 26 76 WL,

@  See Paul Ohm,Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization, 57 UCLA Law Review 1701, 1701

@ [k - SRR RO A R —— B RA S A ARG ) BT, g AR R 2020 AERR, 5 49 BT,
(3 See Ira S. Rubinstein & Woodrow Hartzog, Anonymization and Risk, 91 Washington Law Review 703, 726-727 (2016).
© R BRI ANEE B A AR B e HOR XU | 2 AR5 42) 2019 AR5 12 301,55 91 T,
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PG FIEAT R4 AR BB ik v 0 SR AR RO i S PR B A O AR Wk, X2
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TERUA G BAR Y 5 | IR R 22 B0AT 1) B RA T e R B — o« i 32 S0 5 k3 B 46 0 s e
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@D  See Paul Ohm,Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization, 57 UCLA Law Review 1701, 1711-
1712 (2010).

@  See Paul Ohm, Broken Promises of Privacy: Responding to the Surprising Failure of Anonymization, 57 UCLA Law Review 1701, 1723
(2010).

@  See Jane Yakowitz, Tragedy of the Data Commons, 25 Harvard Journal of Law & Technology 1, 1(2011).

@  See Sophie Stalla—Bourdillon & Alison Knight, Anonymous Data v. Personal Data — False Debate; An EU Perspective on Anonymization ,
Pseudonymization and Personal Data, 34 Wisconsin International Law Journal 284, 285(2016).

® See Ira S. Rubinstein & Woodrow Hartzog, Anonymization and Risk, 91 Washington Law Review 703, 726(2016).
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@  See Christopher Kuner, Fred H. Cate & Christopher Millard et al. , Risk Management in Data Protection, 5 International Data Privacy Law
95, 95(2015).

@  See Hansjorg Seiler, Harmonised Risk Based Regulation — A Legal Viewpoint, 40 Safety Science 31, 31(2002).

@  See Milda Macenaite, The ‘ Riskification’ of European Data Protection Law through a two —fold Shift, 8 European Journal of Risk
Regulation 506, 506(2017).
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@ See Maria Eduarda Gongalves, The Risk—Based Approach under the New EU Data Protection Regulation: A Critical Perspective, 23 Journal
of Risk Research 139, 139(2020).

@  See Christopher Kuner, Fred H. Cate & Christopher Millard et al. , Risk Management in Data Protection, 5 International Data Privacy Law
95, 96-97(2015).

@  See Christopher Kuner, Fred H. Cate & Christopher Millard et al. , Risk Management in Data Protection, 5 International Data Privacy Law
95, 98(2015).

@ See National Institute of Standards and Technology, De-Identification of Personal Information, https://nvlpubs. nist. gov/nistpubs/ir/
2015/NIST. IR. 8053. pdf( Last visited on July 11, 2021).

136



K FBFBEFERFMACERPEAREER

R ) R T LT U OB DR O 12, Sl 42 il A~ A8 Y 2 2 S5 15 HC R ais Ak S 5l 1 XU
IR I R A DRI « 7 5T 2 o XU , I FH SR DR 2% 191 ) e DA v XIS ™ 15 2l ) 2500 42 il 8 9
TR R EOR . BART S 7E NS I TP 3 Z fir, B0 42 ) 2 n] REREER % w8 R AP MM O 3k
FTE40 A BEORA 2 W) DA 5 78 A B0 W & 1 B0 T BAod 28 1) 5 mT B Bl 5K a8 0 mT R 52 52 il A A4
N o HUGE R, X5 T3 BbRic Ry e XU B335 Bl , BACH 4 i 25 A7 9K b Z00R BC 32 076 3 18 XU 7K
i B UVALR =/ T R 1 o s N 7 S W g BV 4 €7 e o N S A By 78 A
AR it DA Ty — e i 55 e SR AR, A SRR B30t 2 A A8y IXUR AR /D, 8 42 1 2 ) LA A 5 1)
BE PR AP AU T R T B A BOR RV Gl I PR 37 25 0)) D0 B B 23030 42 1 3 107 25 ] A
A A XSS, 2o o e XU S5 8 SR IBOAN [ 42 o 430t 1) S0 8% A7 S (L7 3 ) BT 788 1) A A 4 IR
B T 5 A IR A8 PR A R 37 DA 4

()RR TFTIERG T EEBNMALERPAEX

CRET IR ( process—based approach ) S DA A i RV 1 R R Rl 4T | sl A b B S U
BT OB i R R — R PR B T TS B B TR B T —Fh AR i AR, s T A%
GEAE RO TN GG R BR . 2 5 5 S i IR MR A, B T ad R 05 187 5 U Alae
TER A NG B Z [0 B A NTE SR FIAME R &

L RE T R 77 5 BON B TR f R Z MAFTE NTE R, T I | BOR £l IT ik
B IE— A ShAS AR G 1R A A R R — IR TT LA WA B AR A T A
FAE 5 AP E, X 5 S TR R R 77 AR B B sk i 4T ShAS R ESHILA A&

2. TR FR IR S B BRI O RS A A 3L, < I TF IR I kT B A s A
AT DDA Ul T 5 XU 78 S, Oy S T L T XU 6 A 5 435 XU TR AU
JE XU ITAS KU X S5 B B, 35 < B T R A JT R AR AEAIME IR |

3 TR IR 5 AT AME BRI AR Y E SGHBARY) & . RSN NS BRSPS
ERBURRE , JCI e (5 B B A BARUR] ik 2 {7 B AL 3 I 4 7 HH ) S5, LR e 28 AR B
LT, AR BT R AR P PRI . A A5 BRI E S — SRR B TR | AR RS 1 it
i, BV {5 2 A B 2 VAT S B 9 3 KA A, RO RE SR IBCAT Ml N 353 A AT A8 ok 7870 AR AL
W, HUAT vl RE /R IVE R DA ®, X 5 B T Ry 2 A O UG R AR 5 1Y

4. “FETHRERITIR” 5RO T A AR A P B R AW S B, B OB 2 Ak ) B 27 SR
SE , TTREECHE AL BHN 24 7 A4 A R AR A B R 0 B R A Kl 22 4 A8 BT S Rl A
ol A= a3 5 < BT AR s BB F ke — S .

X T BUR B TFHCH A NG ARG, — DS RA AT RS M i 7 125 2 S0 o T R
TR BRI AR AR L BORTAR TR ) S BRI TS I 00 24 DUSE S A S A R A
KT BUR R T R, AN A O B RO A 28 X A I i B A iR 3 . AR SN , 2

(D  See Antonella Galetta & Paul De Hert, The Proceduralisation of Data Protection Remedies under EU Data Protection Law; Towards a More
Effective and Data Subject—oriented Remedial System? 8 Review of European Administrative Law 125, 125(2015).
@ See Ira S. Rubinstein & Woodrow Hartzog, Anonymization and Risk, 91 Washington Law Review 703, 730(2016).
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@  See Frederik Zuiderveen Borgesius, Jonathan Gray & Mireille Van Eechoud, Open Data, Privacy, and Fair Information Principles.
Towards a Balancing Framework , 30 Berkeley Technology Law Journal 2073, 2120(2015).

@ See Irene Kamara, Co —regulation in EU Personal Data Protection: The Case of Technical Standards and the Privacy by Design
Standardisation * Mandate’ , 8 European Journal of Law and Technology 1, 1(2017).

@  See Micah Altman, Alexandra Wood & David R. O“Brien et al. , Towards a Modern Approach to Privacy—Aware Government Data Releases ,
30 Berkeley Technology Law Journal 1967, 2016-2017(2015).
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(@D See Ben Green, Gabe Cunningham & Ariel Ekblaw et al. , Open Data Privacy (2017), Berkman Klein Center Research Publication,
https : //dash. harvard. edu/bitstream/handle/1/30340010/OpenDataPrivacy. pdf? sequence =5( Last visited on July 11, 2021).

@ See Micah Altman, Alexandra Wood & David R. O“Brien et al. , Towards a Modern Approach to Privacy—Aware Government Data Releases ,
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Paradigm Shift of Personal Information Protection in Open Government Data
ZHANG Tao
(Law School, Tsinghua University, Beijing 100084, China)

Abstract; Open government data ( OGD) is not a static single behavior, but a dynamic system
process. With the help of data life cycle theory, open government data can be deconstructed into five stages
of data collection, transformation, storage, release, and use. According to the latest rules established by
the Personal Information Protection Law and the Data Security Law, personal information protection risks
may exist at all stages of the OGD life cycle. However, the existing personal information protection

paradigm in OGD mainly adopts an " outcome—based approach" , focusing on the state of government data
at the time of release, and relying on technical anonymization methods, it is difficult to effectively deal
with personal information risks in OGD life cycle. Correspondingly, the " process —based approach" is
compatible with the OGD life cycle, the proceduralization of personal information protection, and the full—
process management of data security, and can make up for the shortcomings of the " outcome —based
approach". By decentralizing risk precautionary principles and procedural, technical, economic,
educational , and legal tools at each stage of the OGD life cycle, the risk of personal information protection
can be minimized, and a dynamic balance can be achieved between personal information protection and

open government data.

Key Words :open government data; personal information protection; process-based approach; anonymization
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